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WHAT IS CLAIMED IS: 

1. A data delivery system comprising: 

encrypting means for encrypting data and outputting the 
resultant encrypted data; 

transmitting means for transmitting the encrypted data; 

recording means for recording, on a storage medium, a 
key used to decrypt the encrypted data; 

receiving means for receiving the encrypted data 
transmitted by the transmitting means; 

reading means for reading the key stored on the storage 
medium; 

decrypting means for decrypting the encrypted data 
received by the receiving means, using the key read by the 
reading means; 

reproducing means for reproducing the data decrypted by 
the decrypting means; 

control means for controlling the reproduction of the 
data performed by the reproducing means in accordance with 
information stored on the storage medium; and 

judgment means for detecting unauthorized use of the 
data, on the basis of information stored on the storage 
medium. 

2- A data delivery system according to Claim 1, 
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wherein 

the recording means records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the judgment means detects unauthorized use of the data, 
on the basis of the allowed reproduction period recorded on 
the storage medium. 

3. A data delivery system according to Claim 1, 
further comprising: 

settling means for performing settlement corresponding 
to data reproduced by the reproducing means, and 

settlement information recording means for recording 
settlement information on the storage medium in response to 
the settlement, 

wherein the judgment means detects unauthorized use of 
the data, on the basis of the settlement information stored 
on the storage medium. 

4. A data delivery system according to Claim 1, 
further comprising: 

storage means for storing the received encrypted data; 

and 

delete flag recording means for, when the encrypted 
data stored in the storage means is deleted, recording a 
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delete flag on the storage medium, 

wherein the judgment means detects unauthorized use of 
the data by judging whether the delete flag is recorded on 
the storage medium • 

5. A data delivery system according to Claim 1, 
wherein 

the recording means records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the control means enables or disables the reproducing 
means to reproduce the data, in accordance with the allowed 
reproduction period recorded on the storage means. 

6. A data delivery system according to Claim 1, 
wherein 

the recording means records a number-of-times value 
indicating the number of times data corresponding to the key 
stored on the storage medium is allowed to be reproduced; 
and 

the control means enables or disables the reproducing 
means to reproduce the data in accordance with the number- 
of-times value recorded on the storage medium. 

7. A data delivery system according to Claim 6, 



- 255 - 



further comprising embedding means for embedding an 
electronic watermark indicating the allowance of 
reproduction into the data, wherein the control means 
reduces the number-of -times value each time the reproducing 
means reproduces the data, and the control means rewrites 
the electronic watermark embedded in the data so as to 
indicate inhibition of reproduction when the number-of -times 
value becomes equal to zero. 

8. A data delivery system according to Claim 1, 
further comprising: 

transfer means capable of transferring the encrypted 
data received by the receiving means to another electronic 
apparatus; 

detecting means for detecting a transfer operation 
performed by the transfer means; and 

ID recording means for, when the detecting means 
detects a transfer operation, recording an ID corresponding 
to the transfer means on the storage medium. 

9. A data delivery system according to Claim 1, 
further comprising: 

a mounting part for mounting the storage medium 
therein: 

memory means on which information recorded on the 
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storage medium is stored when the storage medium is mounted 
in the mounting part; and 

rewriting means for rewriting the information recorded 
on the storage medium, 

wherein the control means controls the reproduction of 
the data performed by the reproducing means in accordance 
with the information stored in the memory means. 

10. A data delivery system according to Claim 2 or 5, 
further comprising rewriting means capable of rewriting the 
allowed reproduction period during which the data 
corresponding to the key stored on the storage medium is 
allowed to be reproduced, so as to extend the allowed 
reproduction period. 

11. A data delivery system according to Claim 1, 
further comprising updating means for updating the 
information recorded on the storage medium if the judgment 
means determines, from the information recorded on the 
storage medium, that the use of the data is valid. 

12. A data delivery system according to Claim 11, 
wherein 

the recording means records, on the storage medium, an 
identifier of the data, an allowed reproduction period 
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assigned to the data, and a key used to decrypt the data; 
and 

the updating means updates the information recorded on 
the storage medium, if the judgment means determines, from 
the information recorded on the storage medium, that the use 
of the data is valid. 

13. A data delivery system according to Claim 6, 
further comprising settling means for performing settlement 
in accordance with the number-of-times value recorded on the 
storage medium by the recording means, the number-of-times 
value indicating the number of times the data is allowed to 
be reproduced. 

14. A data delivery system according to Claim 1, 
further comprising: 

counter means for counting the number of times the data 
is reproduced by the reproducing means; and 

settlement means for performing settlement in 
accordance with a count value output by the counter means. 

15. A data delivery system according to Claim 1, 
further comprising: 

payment amount recording means for recording payment 
amount information on the storage medium in response to 
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paying a fee; and 

payment amount updating means for updating the payment 
amount information recorded on the storage medium in such a 
manner as to reduce the payment amount in accordance with 
the information recorded on the storage medium by the 
recording means . 

16. A server apparatus for delivering data to a 
reproducing apparatus, comprising: 

encrypting means for encrypting data and outputting the 
resultant encrypted data; 

transmitting means for transmitting the encrypted data 
to the reproducing apparatus; 

recording means for recording, on a storage medium, a 
key used to decrypt the encrypted data; and 

judgment means for detecting unauthorized use of the 
data transmitted from the transmitting means, on the basis 
of information stored on the storage medium returned from 
the reproduction apparatus . 

17. A server apparatus according to Claim 16, wherein 
the recording means records an allowed reproduction period 
during which data corresponding to the key stored on the 
storage medium is allowed to be reproduced. 
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18. A server apparatus according to Claim 17, wherein 
the judgment means detects unauthorized use of the data, on 
the basis of the allowed reproduction period recorded on the 
storage medium. 

19. A server apparatus according to Claim 16, wherein 
the judgment means detects unauthorized use of the data, on 
the basis of the settlement information recorded on the 
storage medium by the reproducing apparatus. 

20. A server apparatus according to Claim 16, wherein 
the judgment means detects unauthorized use of the data by 
judging whether a delete flag, which indicates that the data 
transmitted from the transmitting means has been deleted, is 
recorded on a storage medium returned from the reproducing 
apparatus . 

21. A server apparatus according to Claim 16, wherein 
the recording means records a number-of-times value 
indicating the number of times data corresponding to the key 
stored on the storage medium is allowed to be reproduced. 

22. A server apparatus according to Claim 16, further 
comprising embedding means for embedding an electronic 
watermark indicating the allowance of reproduction into the 
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data . 

23. A server apparatus according to Claim 16, wherein 
the judgment means detects unauthorized use of the data by 
judging whether information indicating that the data 
transmitted from the transmitting means has been transferred 
is recorded on a storage medium returned from the 
reproducing apparatus. 

24. A server apparatus according to Claim 17, further 
comprising rewriting means capable of rewriting the allowed 
reproduction period during which the data corresponding to 
the key stored on the storage medium is allowed to be 
reproduced, so as to extend the allowed reproduction period. 

25. A server apparatus according to Claim 16, further 
comprising updating means for updating the information 
recorded on the storage medium if the judgment means 
determines, from the information recorded on the storage 
medium, that the use of the data is valid. 

26. A server apparatus according to Claim 25, wherein 
the recording means records, on the storage medium, an 

identifier of the data, an allowed reproduction period 
assigned to the data, and a key used to decrypt the data; 
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and 

the updating means updates the information recorded on 
the storage medium, if the judgment means determines from 
the information recorded on the storage medium, that the use 
of the data is valid. 

27. A server apparatus according to Claim 16, further 
comprising, payment amount updating means for, when payment 
amount information is recorded on the storage medium in 
response to payment of a fee performed by the reproducing 
apparatus, updating the payment amount information recorded 
on the storage medium in such a manner as to reduce the 
payment amount in accordance with the infojcmation recorded 
on the storage medium by the recording means, 

28. A reproducing apparatus to which encrypted data is 
transmitted from a predetermined server apparatus and to 
which a storage medium including a key stored thereon for 
use in decrypting the encrypted data is sent, the 
reproducing apparatus comprising: 

receiving means for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

reading means for reading the key stored on the storage 
medium; 

decrypting means for decrypting the encrypted data 
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received by the receiving means, using the key read by the 
reading means; 

reproducing means for reproducing the data decrypted by 
the decrypting means; and 

control means for controlling the reproduction of the 
data performed by the reproducing means in accordance with 
information stored on the storage medium. 

29. A reproducing apparatus according to Claim 28, 
wherein 

the recording means records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the control means enables or disables the reproducing 
means to reproduce the data, in accordance with the allowed 
reproduction period recorded on the storage means. 

30. A reproducing apparatus according to Claim 2 8, 
further comprising: 

settling means for performing settlement corresponding 
to data reproduced by the reproducing means; and 

settlement information recording means for recording 
settlement information on the storage medium in response to 
the settlement. 
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31. A reproducing apparatus according to Claim 28, 
further comprising: 

storage means for storing the received encrypted data; 

and 

delete flag recording means for, when the encrypted 
data stored in the storage means is deleted, recording a 
delete flag on the storage medium* 

32. A reproducing apparatus according to Claim 28, 
wherein 

a number-of -times value, indicating the number of times 
data corresponding to the key stored on the storage medium 
is allowed to be reproduced, is stored on the storage 
medium; and 

the control means enables or disables the reproducing 
means to reproduce the data in accordance with the number- 
of -times value recorded on the storage medium. 

33. A reproducing apparatus according to Claim 32, 
wherein 

data received by the receiving means includes an 
electronic watermark embedded in the data, the watermark 
indicating that the data is permitted to be reproduced; and 

the control means reduces the number-of -times value 
each time the reproducing means reproduces the data, and the 
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control means rewrites the electronic watermark embedded in 
the data so as to indicate inhibition of reproduction when 
the number-of -times value becomes equal to zero. 

34. A reproducing apparatus according to Claim 28^ 
further comprising: 

transfer means capable of transferring the encrypted 
data received by the receiving means to another electronic 
apparatus ; 

detecting means for detecting a transfer operation 
performed by the transfer means; and 

ID recording means for, when the detecting means 
detects a transfer operation, recording an ID corresponding 
to the transfer means on the storage medium. 

35. A reproducing apparatus according to Claim 28, 
further comprising: 

a mounting part for mounting the storage medium 
therein; 

memory means on which information recorded on the 
storage medium is stored when the storage medium is mounted 
in the mounting part; and 

rewriting means for rewriting the information recorded 
on the storage medium, 

wherein the control means controls the reproduction of 
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the data performed by the reproducing means in accordance 
with the information stored in the memory means • 

36. A reproducing apparatus according to Claim 29, 
further comprising rewriting means capable of rewriting the 
allowed reproduction period during which the data 
corresponding to the key stored on the storage medium is 
allowed to be reproduced, so as to extend the allowed 
reproduction period - 

37. A reproducing apparatus according to Claim 32, 
further comprising settling means for performing settlement 
in accordance with the number-of-times value recorded on the 
storage medium, the number-of-times value indicating the 
number of times the data is allowed to be reproduced. 

38. A reproducing apparatus according to Claim 28, 
further comprising: 

counter means for counting the number of times the data 
is reproduced by the reproducing means; and 

settlement means for perfoming settlement in 
accordance with a count value output by the counter means . 

39. A reproducing apparatus according to Claim 28, 
further comprising payment amount recording means for 
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recording payment amount information on the storage medium 
in response to paying a fee, 

40 • A data delivery method comprising: 
an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted 

data; 

a recording step for recording ,r on a storage medium, a 
key used to decrypt the encrypted data; 

a receiving step for receiving the encrypted data 
transmitted in the transmitting step; 

a reading step for reading the key stored on the 
storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a reproducing step for reproducing the data decrypted 
in the decrypting step; 

a control step for controlling the reproduction of the 
data performed in the reproducing step, in accordance with 
information stored on the storage medium; and 

a judgment step for detecting unauthorized use of the 
data, on the basis of information stored on the storage 
medium* 
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41. A data delivery method according to Claim 40^ 
wherein 

the recording step records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the judgment step detects unauthorized use of the data, 
on the basis of the allowed reproduction period recorded on 
the storage medium. 

42. A data delivery method according to Claim 40, 
further comprising: 

a settling step for performing settlement corresponding 
to data reproduced in the reproducing step; and 

a settlement information recording step for recording 
settlement information on the storage medium in response to 
the settlement, 

wherein the judgment step detects unauthorized use of 
the data, on the basis of the settlement information stored 
on the storage medium. 

43. A data delivery method according to Claim 40, 
further comprising: 

a storing step for storing the received encrypted data 
in storage means; and 
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a delete flag recording step for, when the encrypted 
data stored in the storage means is deleted, recording a 
delete flag on the storage medium, 

wherein the judgment step detects unauthorized use of 
the data by judging whether the delete flag is recorded on 
the storage medium. 

44. A data delivery method according to Claim 40, 
wherein 

the recording step records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the control step enables or disables the reproduction 
of the data in the reproducing step, in accordance with the 
allowed reproduction period recorded on the storage medium. 

45. A data delivery method according to Claim 40, 
wherein 

the recording step records a number-of -times value 
indicating the number of times data corresponding to the key 
stored on the storage medium is allowed to be reproduced; 
and 

the control means enables or disables the reproduction 
of the data in the reproducing step in accordance with the 
number-of -times value recorded on the storage medium. 
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46. A data delivery method according to Claim 45, 
further comprising an embedding step for embedding an 
electronic watermark indicating the allowance of 
reproduction into the data, wherein the control step reduces 
the number-of-times value each time the reproducing step 
reproduces the data, and the control step rewrites the 
electronic watermark embedded in the data so as to indicate 
inhibition of reproduction when the number-of-times value 
becomes equal to zero. 

47. A data delivery method according to Claim 40, 
further comprising: 

a transfer step in which the encrypted data received in 
the receiving step may be transferred by transfer means to 
another electronic apparatus; 

a detecting step for detecting transferring, in the 
transfer step, of the encrypted data received in the 
receiving step to another electronic apparatus; and 

an ID recording step for, when the detecting step 
detects transferring of the encrypted data, recording an ID 
corresponding to the transfer means on the storage medium. 

48. A data delivery method according to Claim 40, 
further comprising: 
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a mounting step for mounting the storage medium into a 
mounting part; 

a memorizing step for storing, into memory means, 
information recorded on the storage medium when the storage 
medium is mounted in the mounting part; and 

a rewriting step for rewriting the information recorded 
on the storage medium, 

wherein the control step controls the reproduction of 
the data performed in the reproducing step in accordance 
with the information stored in the memory means - 

49. A data delivery method according to Claim 41 or 44, 
further comprising a rewriting step in which the allowed 
reproduction period, during which the data corresponding to 
the key stored on the storage medium is allowed to be 
reproduced, may be rewritten so as to extend the allowed 
reproduction period. 

50. A data delivery method according to Claim 40, 
further comprising an updating step for updating the 
information recorded on the storage medium if the judgment 
step determines, from the information recorded on the 
storage medium, that the use of the data is valid. 



51. A data delivery method according to Claim 50, 
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wherein 

the recording step records, on the storage medium^ an 
identifier of the data, an allowed reproduction period 
assigned to the data, and a key used to decrypt the data; 
and 

the updating step updates the information recorded on 
the storage medium, if the judgment step determines, from 
the information recorded on the storage medium, that the use 
of the data is valid. 

52. A data delivery method according to Claim 45, 
further comprising a settling step for performing settlement 
in accordance with the number-of -times value recorded on the 
storage medium in the recording step, the number-of -times 
value indicating the number of times the data is allowed to 
be reproduced. 

53. A data delivery method according to Claim 40, 
further comprising: 

a counting step for counting the number of times the 
data is reproduced in the reproducing step; and 

a settlement step for performing settlement in 
accordance with a count value counted in the counting step. 



54. A data delivery method according to Claim 40, 
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further comprising: 

a payment amount recording step for recording payment 
amount information on the storage medium in response to 
paying a fee; and 

a payment amount updating step for updating the payment 
amount infoirmation recorded on the storage medium in such a 
manner as to reduce the payment amount in accordance with 
the information recorded on the storage medium in the 
recording step* 

55. A method of controlling a server apparatus so as 
to deliver data from the server apparatus to a reproducing 
apparatus , compr is ing : 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted data 
to the reproducing apparatus; 

a recording step for recording^ on a storage medium^ a 
key used to decrypt the encrypted data; and 

a judgment step for detecting unauthorized use of the 
data transmitted in the transmitting step, on the basis of 
information stored on the storage medium returned from the 
reproduction apparatus. 

56. A method of controlling a server apparatus, 
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/according to Claim 55, wherein the recording step records an 
/ allowed reproduction period during which data corresponding 

to the key stored on the storage medium is allowed to be 

reproduced. 

57 • A method of controlling a server apparatus, 
according to Claim 56, wherein the judgment step detects 
unauthorized use of the data, on the basis of the allowed 
reproduction period recorded on the storage medium* 

58, A method of controlling a server apparatus, 
according to Claim 55, wherein the judgment step detects 
unauthorized use of the data, on the basis of the settlement 
information recorded on the storage medium by the 
reproducing apparatus . 

59. A method of controlling a server apparatus, 
according to Claim 55, wherein the judgment step detects 
unauthorized use of the data by judging whether a delete 
flag, which indicates that the data transmitted in the 
transmitting step has been deleted, is recorded on a storage 
medium returned from the reproducing apparatus. 



60. A method of controlling a server apparatus, 
according to Claim 55, wherein the recording step records a 
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number-of-times value indicating the number of times data 
corresponding to the key stored on the storage medium is 
allowed to be reproduced. 

61. A method of controlling a server apparatus, 
according to Claim 55, further comprising an embedding step 
for embedding an electronic watermark indicating the 
allowance of reproduction into the data. 

62. A method of controlling a server apparatus, 
according to Claim 55, wherein the judgment step detects 
unauthorized use of the data by judging whether information 
indicating that the data transmitted in the transmitting 
step has been transferred is recorded on a storage medium 
returned from the reproducing apparatus . 

63. A method of controlling a server apparatus, 
according to Claim 56, further comprising a rewriting step 
in which the allowed reproduction period, during which the 
data corresponding to the key stored on the storage medium 
is allowed to be reproduced, may be rewritten so as to 
extend the allowed reproduction period. 

64. A method of controlling a server apparatus, 
according to Claim 55, further comprising an updating step 
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for updating the information recorded on the storage medium 
if the judgment step determines, from the information 
recorded on the storage medium, that the use of the data is 
valid. 

65. A method of controlling a server apparatus, 
according to Claim 64, wherein 

the recording step records, on the storage medium, an 
identifier of the data, an allowed reproduction period 
assigned to the data, and a key used to decrypt the data; 
and 

the updating step updates the information recorded on 
the storage medium, if the judgment step determines, from 
the information recorded on the storage medium, that the use 
of the data is valid. 

66. A method of controlling a server apparatus, 
according to Claim 55, further comprising a payment amount 
updating step for, when payment amount information is 
recorded on the storage medium in response to payment of a 
fee performed by the reproducing apparatus, updating the 
payment amount information recorded on the storage medium in 
such a manner as to reduce the payment amount in accordance 
with the information recorded on the storage medium in the 
recording step . 
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67. A method of controlling a reproducing apparatus to 
which encrypted data is transmitted from a predetermined 
server apparatus and to which a storage medium including a 
key stored thereon for use in decrypting the encrypted data 
is sent, the method comprising: 

a receiving step for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a reproducing step for reproducing the data decrypted 
in the decrypting step; and 

a control step for controlling the reproduction of the 
data performed in the reproducing step in accordance with 
information stored on the storage medium. 

68. A method of controlling a reproducing apparatus, 
according to Claim 67, wherein 

the recording step records an allowed reproduction 
period during which data corresponding to the key stored on 
the storage medium is allowed to be reproduced; and 

the control step enables or disables the reproduction 
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of the data in the reproducing step, in accordance with the 
allowed reproduction period recorded on the storage means. 

69. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising: 

a settling step for performing settlement corresponding 
to data reproduced in the reproducing step; and 

a settlement information recording step for recording 
settlement information on the storage medium in response to 
the settlement. 

70. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising: 

a storing step for storing the received encrypted data 
into storage means; and 

a delete flag recording step for, when the encrypted 
data stored in the storage means is deleted, recording a 
delete flag on the storage medium. 

71. A method of controlling a reproducing apparatus, 
according to Claim 67, wherein 

a number-of -times value, indicating the number of times 
data corresponding to the key stored on the storage medium 
is allowed to be reproduced, is stored on the storage 
medium; and 



- 278 - 



the control step enables or disables the reproduction 
of the data in the reproducing step^ in accordance with the 
number-of- times value recorded on the storage medium. 

72. A method of controlling a reproducing apparatus, 
according to Claim 71, wherein 

data received in the receiving step includes an 
electronic watermark embedded in the data, the watermark 
indicating that the data is permitted to be reproduced; and 

the control step reduces the number-of-times value each 
time the reproducing step reproduces the data, and the 
control step rewrites the electronic watermark embedded in 
the data so as to indicate inhibition of reproduction when 
the number-of-times value becomes equal to zero. 

73. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising: 

a transfer step in which the encrypted data received in 
the receiving step may be transferred by transfer means to 
another electronic apparatus; 

a detecting step for detecting transferring, in the 
transfer step, of the encrypted data received in the 
receiving step to another electronic apparatus; and 

an ID recording step for, when the detecting step 
detects transferring of the encrypted data^ recording an ID 
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corresponding to the transfer means on the storage medium. 

74. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising: 

a mounting step for mounting the storage medium into a 
mounting part; 

a memorizing step for storing, into memory means, 
information recorded on the storage medium when the storage 
medium is mounted in the mounting part; and 

a rewriting step for rewriting the information recorded 
on the storage medium, 

wherein the control step controls the reproduction of 
the data performed in the reproducing step in accordance 
with the information stored in the memory means . 

75. A method of controlling a reproducing apparatus, 
according to Claim 68, further comprising a rewriting step 
in which the allowed reproduction period, during which the 
data corresponding to the key stored on the storage medium 
is allowed to be reproduced, may be rewritten so as to 
extend the allowed reproduction period. 

76. A method of controlling a reproducing apparatus, 
according to Claim 71, further comprising a settling step 
for performing settlement in accordance with the number-of- 
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times value recorded on the storage medium, the number-of- 
times value indicating the number of times the data is 
allowed to be reproduced • 

77. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising: 

a counting step for counting the number of times the 
data is reproduced in the reproducing step; and 

a settlement step for performing settlement in 
accordance with a count value counted in the counting step. 

78. A method of controlling a reproducing apparatus, 
according to Claim 67, further comprising a payment amount 
recording step for recording payment amount information on 
the storage medium in response to paying a fee. 

79. A program storage medium including a processing 
program, stored thereon, for controlling a server apparatus 
to perform a process of delivering data from the server 
apparatus to a reproducing apparatus, the process 
comprising: 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted data 
to the reproducing apparatus; 
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a recording step for recording, on an information 
storage medium, a key used to decrypt the encrypted data; 
and 

a judgment step for detecting unauthorized use of the 
data transmitted in the transmitting step, on the basis of 
information stored on the information storage medium 
returned from the reproduction apparatus . 

80. A program storage medium according to Claim 79, 
wherein the recording step records an allowed reproduction 
period during which data corresponding to the key stored on 
the information storage medium is allowed to be reproduced. 

81. A program storage medium according to Claim 80, 
wherein the judgment step detects unauthorized use of the 
data, on the basis of the allowed reproduction period 
recorded on the information storage medium. 

82. A program storage medium according to Claim 79, 
wherein the judgment step detects unauthorized use of the 
data, on the basis of the settlement information recorded on 
the information storage medium by the reproducing apparatus. 

83. A program storage medium according to Claim 79, 
wherein the judgment step detects unauthorized use of the 
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data by judging whether a delete flag, which indicates that 
the data transmitted in the transmitting step has been 
deleted, is recorded on an information storage medium 
returned from the reproducing apparatus • 

84. A program storage medium according to Claim 79, 
wherein the recording step records a number-of-times value 
indicating the number of times data corresponding to the key 
stored on the information storage medium is allowed to be 
reproduced. 

85. A program storage medium according to Claim 79, 
wherein the process further comprises an embedding step for 
embedding an electronic watermark indicating the allowance 
of reproduction into the data. 

86. A program storage medium according to Claim 79, 
wherein the judgment step detects unauthorized use of the 
data by judging whether information indicating that the data 
transmitted in the transmitting step has been transferred is 
recorded on an information storage medium returned from the 
reproducing apparatus. 

87. A program storage medium according to Claim 80, 
wherein the process further comprises a rewriting step in 
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which the allowed reproduction period, during which the data 
corresponding to the key stored on the storage medium is 
allowed to be reproduced, may be rewritten so as to extend 
the allowed reproduction period. 

88. A program storage medium according to Claim 79, 
wherein the process further comprises an updating step for 
updating the information recorded on the storage medium if 
the judgment step determines, from the information recorded 
on the storage medium, that the use of the data is valid. 

89. A program storage medium according to Claim 88, 
wherein 

the recording step records, on the information storage 
medium, an identifier of the data, an allowed reproduction 
period assigned to the data, and a key used to decrypt the 
data; and 

the updating step updates the information recorded on 
the information storage medium, if the judgment step 
determines, from the information recorded on the information 
storage medium, that the use of the data is valid. 

90. A program storage medium according to Claim 79, 
wherein the process further comprises a payment amount 
updating step for, when payment amount information is 



- 284 - 



recorded on the information storage medium in response to 
payment of a fee perfoimied by the reproducing apparatus, 
updating the payment amount information recorded on the 
information storage medium in such a manner as to reduce the 
payment amount in accordance with the information recorded 
on the information storage medium in the recording step. 

91. A program storage medium including a processing 
program, stored thereon, for controlling a reproducing 
apparatus, to which encrypted data is transmitted from a 
predetermined server apparatus and to which an information 
storage medium including a key stored thereon for use in 
decrypting the encrypted data is sent, so as to perform a 
process c ompr i s ing 

a receiving step for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
information storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a reproducing step for reproducing the data decrypted 
in the decrypting step; and 

a control step for controlling the reproduction of the 
data performed in the reproducing step in accordance with 
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information stored on the information storage medium. 

92. A program storage medium according to Claim 91 , 
wherein 

the recording step records an allowed reproduction 
period during which data corresponding to the key stored on 
the information storage medium is allowed to be reproduced; 
and 

the control step enables or disables the reproduction 
of the data in the reproducing step, in accordance with the 
allowed reproduction period recorded on the information 
storage means. 

93. A program storage medium according to Claim 91, 
wherein the process further comprises: 

a settling step for performing settlement corresponding 
to data reproduced in the reproducing step; and 

a settlement information recording step for recording 
settlement information on the information storage medium in 
response to the settlement. 

94. A program storage medium according to Claim 91, 
wherein the process further comprises: 

a storing step for storing the received encrypted data 
into storage means; and 
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a delete flag recording step for, when the encrypted 
data stored in the storage means is deleted^ recording a 
delete flag on the information storage medium^ 

95. A program storage medium according to Claim 91, 
wherein the process further comprises: 

a number-of -times value, indicating the number of times 
data corresponding to the key stored on the information 
storage medium is allowed to be reproduced, is stored on the 
information storage medium; and 

the control step enables or disables the reproduction 
of the data in the reproducing step, in accordance with the 
number-of-times value recorded on the information storage 
medium. 

96. A program storage medium according to Claim 95, 
wherein 

data received in the receiving step includes an 
electronic watermark embedded in the data, the watermark 
indicating that the data is permitted to be reproduced; and 

the control step reduces the number-of-times value each 
time the reproducing step reproduces the data, and the 
control step rewrites the electronic watermark embedded in 
the data so as to indicate inhibition of reproduction when 
the number-of-times value becomes equal to zero. 
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97. A program storage medium according to Claim 91, 
wherein the process further comprises: 

a transfer step in which the encrypted data received in 
the receiving step may be transferred by transfer means to 
another electronic apparatus; 

a detecting step for detecting transferring, in the 
transfer step, of the encrypted data received in the 
receiving step to another electronic apparatus; and 

an ID recording step for, when the detecting step 
detects transferring of the encrypted data, recording an ID 
corresponding to the transfer means on the information 
storage medium. 

98, A program storage medium according to Claim 91, 
wherein the process further comprises: 

a mounting step for mounting the information storage 
medium into a mounting part; 

a memorizing step for storing, into memory means, 
information recorded on the information storage medium when 
the information storage medium is mounted in the mounting 
part; and 

a rewriting step for rewriting the information recorded 
on the information storage medium, 

wherein the control step controls the reproduction of 
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the data performed in the reproducing step in accordance 
with the information stored in the memory means. 

99. A program storage medium according to Claim 92, 
wherein the process further comprises a rewriting step in 
which the allowed reproduction period, during which the data 
corresponding to the key stored on the information storage 
medium is allowed to be reproduced, may be rewritten so as 
to extend the allowed reproduction period. 

100. A program storage medium according to Claim 95, 
wherein the process further comprises a settling step for 
performing settlement in accordance with the number-of-times 
value recorded on the information storage medium, the 
number-of-times value indicating the number of times the 
data is allowed to be reproduced. 

101. A program storage medium according to Claim 91, 
wherein the process further comprises: 

a counting step for counting the number of times the 
data is reproduced in the reproducing step; and 

a settlement step for performing settlement in 
accordance with a count value counted in the counting step. 

102. A program storage medium according to Claim 91, 
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wherein the process further comprises a payment amount 
recording step for recording payment amount information on 
the information storage medium in response to paying a fee* 

103 • A control signal for controlling a server 
apparatus to perform a process of delivering data from the 
server apparatus to a reproducing apparatus, the process 
comprising: 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted data 
to the reproducing apparatus; 

a recording step for recording, on an information 
storage medium, a key used to decrypt the encrypted data; 
and 

a judgment step for detecting unauthorized use of the 
data transmitted in the transmitting step, on the basis of 
information stored on the information storage medium 
returned from the reproduction apparatus, 

104, A control signal according to Claim 103, wherein 
the recording step records an allowed reproduction period 
during which data corresponding to the key stored on the 
information storage medium is allowed to be reproduced. 
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105. A control signal according to Claim 104, wherein 
the judgment step detects unauthorized use of the data, on 
the basis of the allowed reproduction period recorded on the 
information storage medium. 

106. A control signal according to Claim 103, wherein 
the judgment step detects unauthorized use of the data, on 
the basis of the settlement information recorded on the 
information storage medium by the reproducing apparatus. 

107. A control signal according to Claim 103, wherein 
the judgment step detects unauthorized use of the data by 
judging whether a delete flag, which indicates that the data 
transmitted in the transmitting step has been deleted, is 
recorded on an information storage medium returned from the 
reproducing apparatus. 

108. A control signal according to Claim 103, wherein 
the recording step records a number-of-times value 
indicating the number of times data corresponding to the key 
stored on the information storage medium is allowed to be 
reproduced. 

109. A control signal according to Claim 103, wherein 
the process further comprises an embedding step for 
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embedding an electronic watermark indicating the allowance 
of reproduction into the data. 

110. A control signal according to Claim 103, wherein 
the judgment step detects unauthorized use of the data by 
judging whether information indicating that the data 
transmitted in the transmitting step has been transferred is 
recorded on an information storage medium returned from the 
reproducing apparatus. 

111. A control signal according to Claim 104, wherein 
the process further comprises a rewriting step in which the 
allowed reproduction period, during which the data 
corresponding to the key stored on the storage medium is 
allowed to be reproduced, may be rewritten so as to extend 
the allowed reproduction period, 

112. A control signal according to Claim 103, wherein 
the process further comprises an updating step for updating 
the information recorded on the storage medium if the 
judgment step determines, from the information recorded on 
the storage medium, that the use of the data is valid. 

113. A control signal according to Claim 112, wherein 
the recording step records, on the information storage 



- 292 - 



medium, an identifier of the data, an allowed reproduction 
period assigned to the data, and a key used to decrypt the 
data ; and 

the updating step updates the information recorded on 
the information storage medium, if the judgment step 
deteimines, from the information recorded on the information 
storage medium, that the use of the data is valid. 

114. A control signal according to Claim 103, wherein 
the process further comprises a payment amount updating step 
for, when payment amount information is recorded on the 
information storage medium in response to payment of a fee 
performed by the reproducing apparatus, updating the payment 
amount information recorded on the information storage 
medium in such a manner as to reduce the payment amount in 
accordance with the information recorded on the information 
storage medium in the recording step. 

115. A control signal for controlling a reproducing 
apparatus, to which encrypted data is transmitted from a 
predetermined server apparatus and to which an information 
storage medium including a key stored thereon for use in 
decrypting the encrypted data is sent, so as to perform a 
process comprising : 

a receiving step for receiving the encrypted data 
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transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
information storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a reproducing step for reproducing the data decrypted 
in the decrypting step; and 

a control step for controlling the reproduction of the 
data performed in the reproducing step in accordance with 
information stored on the information storage medium. 

116. A control signal according to Claim 115, wherein 
the recording step records an allowed reproduction 

period during which data corresponding to the key stored on 
the information storage medium is allowed to be reproduced; 
and 

the control step enables or disables the reproduction 
of the data in the reproducing step, in accordance with the 
allowed reproduction period recorded on the information 
storage means . 

117. A control signal according to Claim 115, wherein 
the process further comprises: 

a settling step for performing settlement corresponding 
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to data reproduced in the reproducing step; and 

a settlement information recording step for recording 
settlement information on the information storage medium in 
response to the settlement. 

118. A control signal according to Claim 115, wherein 
the process further comprises: 

a storing step for storing the received encrypted data 
into storage means; and 

a delete flag recording step for, when the encrypted 
data stored in the storage means is deleted, recording a 
delete flag on the information storage medium. 

119. A control signal according to Claim 115, wherein 
the process further comprises: 

a number-of -times value, indicating the number of times 
data corresponding to the key stored on the information 
storage medium is allowed to be reproduced, is stored on the 
information storage medium; and 

the control step enables or disables the reproduction 
of the data in the reproducing step, in accordance with the 
number-of-times value recorded on the information storage 
medium. 

120. A control signal according to Claim 119, wherein 
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data received in the receiving step includes an 
electronic watermark embedded in the data, the watermark 
indicating that the data is permitted to be reproduced; and 

the control step reduces the number-of-times value each 
time the reproducing step reproduces the data, and the 
control step rewrites the electronic watermark embedded in 
the data so as to indicate inhibition of reproduction when 
the number-of-times value becomes equal to zero. 

121. A control signal according to Claim 115, wherein 
the process further comprises: 

a transfer step in which the encrypted data received in 
the receiving step may be transferred by transfer means to 
another electronic apparatus; 

a detecting step for detecting transferring, in the 
transfer step, of the encrypted data received in the 
receiving step to another electronic apparatus; and 

an ID recording step for, when the detecting step 
detects transferring of the encrypted data, recording an ID 
corresponding to the transfer means on the information 
storage medium. 

122. A control signal according to Claim 115, wherein 
the process further comprises : 

a mounting step for mounting the information storage 
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medium into a mounting part; 

a memorizing step for storing, into memory means, 
information recorded on the information storage medium when 
the information storage medium is mounted in the mounting 
part; and 

a rewriting step for rewriting the information recorded 
on the information storage medium, 

wherein the control step controls the reproduction of 
the data performed in the reproducing step in accordance 
with the information stored in the memory means. 

123, A control signal according to Claim 116, wherein 
the process further comprises a rewriting step in which the 
allowed reproduction period, during which the data 
corresponding to the key stored on the information storage 
medium is allowed to be reproduced, may be rewritten so as 
to extend the allowed reproduction period. 

124. A control signal according to Claim 119, wherein 
the process further comprises a settling step for performing 
settlement in accordance with the number-of-times value 
recorded on the information storage medium, the number-of- 
times value indicating the number of times the data is 
allowed to be reproduced. 
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125. A control signal according to Claim 115, wherein 
the process further comprises: 

a counting step for counting the number of times the 
data is reproduced in the reproducing step; and 

a settlement step for performing settlement in 
accordance with a count value counted in the counting step. 

12 6. A control signal according to Claim 115, wherein 
the process further comprises a payment amount recording 
step for recording payment amount information on the 
information storage medium in response to paying a fee. 

127. A data delivery method comprising: 
an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted 

data; 

a recording step for recording, on a storage medium, a 
key used to decrypt the encrypted data; 

a receiving step for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
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reading step; 

a controlling step for enabling or disabling 
reproduction of the data decrypted in the decrypting step, 
in accordance with the information recorded on the storage 
medium; 

a reproducing step for reproducing the decrypted data, 
in accordance with the control in the controlling step; and 

a judging step for detecting unauthorized use of the 
data, on the basis of information stored on the storage 
medium. 

128. A method of delivering data to a reproducing 
apparatus , comprising: 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted 

data; 

a recording step for recording, on a storage medium, a 
key used to decrypt the encrypted data; and 

a judging step for detecting unauthorized use of the 
data, on the basis of information stored on a storage medium 
returned from the reproducing apparatus. 

129. A method of reproducing data by a reproducing 
apparatus to which encrypted data is transmitted from a 
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predetermined server apparatus and to which a storage medium 
including a key stored thereon for use in decrypting the 
encrypted data is sent^ the method comprising: 

a receiving step for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a controlling step for enabling or disabling 
reproduction of the data decrypted in the decrypting step, 
in accordance with the information recorded on the storage 
medium; and 

a reproducing step for reproducing the decrypted data, 
in accordance with the control in the controlling step. 

130. A storage medium including a processing program, 
stored thereon, for controlling a server apparatus to 
execute a data delivery process for delivering data to a 
reproducing apparatus, the processing program comprising: 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted 

data; 
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a recording step for recording, on a storage medium, a 
key used to decrypt the encrypted data; and 

a judging step for detecting unauthorized use of the 
data, on the basis of information stored on a storage medium 
returned from the reproducing apparatus* 

131, A program storage medium including a processing 
program, stored thereon, for controlling a reproducing 
apparatus to which encrypted data is transmitted from a 
predetermined server apparatus and to which an information 
storage medium including a key stored thereon for use in 
decrypting the encrypted data is sent, the processing 
program serving to control the reproducing apparatus to 
perform a process of reproducing the data, the process 
comprising: 

a receiving step for receiving the encrypted data 
transmitted from the predetejrmined server apparatus; 

a reading step for reading the key stored on the 
information storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a controlling step for enabling or disabling 
reproduction of the data decrypted in the decrypting step, 
in accordance with the information recorded on the 
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information storage medium; and 

a reproducing step for reproducing the decrypted data^ 
in accordance with the control in the controlling step. 

132. A storage medium which is delivered between a 
server apparatus and a reproducing apparatus in a data 
delivery system for delivering encrypted data from the 
server apparatus to the reproducing apparatus, wherein at 
least information indicating an identifier of the data, a 
key used to decrypt the data, and a reproduction condition 
of the data is stored on the storage medium. 

133. A storage medium according to Claim 132, wherein 
the information indicating the reproduction condition is 
information indicating a period during which the data is 
allowed to be reproduced. 

134. A storage medium according to Claim 132, wherein 
the information indicating the reproduction condition is 
information indicating the number of times the data is 
allowed to be reproduced. 

135. A storage medium according to Claim 132, wherein 
settlement information is stored on the storage medium in 
response to settlement associated with the data reproduced 
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by the reproducing apparatus. 

136. A storage medium according to Claim 132, wherein 
a delete flag is stored on the storage medium in response to 
deleting data from the reproducing apparatus . 

137. A storage medium according to Claim 132, wherein 
information indicating that the data is transferred or 
output from the reproducing apparatus is stored on the 
storage medium. 

138. A storage medium according to Claim 132, wherein 
payment amount information is stored on the storage medium 
in response to payment of a fee performed by the reproducing 
apparatus . 

139. A control signal for controlling a server 
apparatus to perform a process of delivering data to a 
reproducing apparatus, the process comprising 

an encrypting step for encrypting data and outputting 
the resultant encrypted data; 

a transmitting step for transmitting the encrypted 

data; 

a recording step for recording, on a storage medium, a 
key used to decrypt the encrypted data; and 
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a judging step for detecting unauthorized use of the 
data, on the basis of information stored on a storage medium 
returned from the reproducing apparatus, 

140. A control signal for controlling a reproducing 
apparatus to which encrypted data is transmitted from a 
predetermined server apparatus and to which a storage medium 
including a key stored thereon for use in decrypting the 
encrypted data is sent, the control signal serving to 
control the reproducing apparatus to perform a process of 
reproducing the data, the process comprising: 

a receiving step for receiving the encrypted data 
transmitted from the predetermined server apparatus; 

a reading step for reading the key stored on the 
storage medium; 

a decrypting step for decrypting the encrypted data 
received in the receiving step, using the key read in the 
reading step; 

a controlling step for enabling or disabling 
reproduction of the data decrypted in the decrypting step, 
in accordance with the information recorded on the storage 
medium; and 

a reproducing step for reproducing the decrypted data, 
in accordance with the control in the controlling step. 
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141. A transmission data signal which is transmitted 
between a server apparatus and a reproducing apparatus in a 
data delivery system for delivering encrypted data from the 
server apparatus to the reproducing apparatus, wherein the 
transmission data signal includes at least information 
indicating an identifier of the data, a key used to decrypt 
the data, and a reproduction condition of the data. 

142. A transmission data signal according to Claim 141 
wherein the information indicating the reproduction 
condition includes information indicating a period during 
which the data is allowed to be reproduced. 

143. A transmission data signal according to Claim 141 
wherein the information indicating the reproduction 
condition includes information indicating the number of 
times the data is allowed to be reproduced. 

144. A transmission data signal according to Claim 141 
wherein the information includes settlement information 
created in response to settlement associated with the data 
reproduced by the reproducing apparatus. 

145. A transmission data signal according to Claim 141 
wherein the information includes a delete flag created in 
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response to deleting the data from the reproducing apparatus 

146. A transmission data signal according to Claim 141 
wherein the information includes information generated in 
response to outputting or transferring the data from the 
reproducing apparatus, so as to indicate that the data has 
been output or transferred. 

147. A transmission data signal according to Claim 141 
wherein the information includes payment amount information 
created in response to payment of a fee performed by the 
reproducing apparatus. 



